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wazdinsimunansfimuildsu Saansadifdddeseaulalithg uazdos
mvualisiagldnumiinsiagldauniuuni

uasruy fesudmsdaniansdindstoyanudssnnduaindu lunisauny

nsindetayausazUszanTuANUa U 1sIiNNlagn e NS IIINEINTEUUNY TINRETS

nsvhaedeyausarUssinniuauau dnadeluil
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(@)

(o)

(en)
(@)

(@)

()

(o)

musumaindsteyausazssinndunnuduiansdnisdaeasauagns
WReEUTEUUY

vuns1eToldan (Usemname) wazsiasin (Password) ileltlunns
nsmaouimuaioslinudoyaluniastuaudurestoya
fvunszezamsldnuasssiumsldauiuiiflerusseznaidnan
N53UAIRYAR AN UTEUUIATEUIBESITNE AT LASUNISIIN A
(Encryption) Muanasgiuana iwu SSL, VPN %3e XML Encryption tiusiu
fvunnsiUABusarY (Password) maiszegnanfifunyessysy
ANUAAYeIlaYn
fvupsasmsinunnasiuasasnsevestoyalunsdifidunindoon
uenMiEL 1wy 1159307 asaaden Tidudunsdiseaazaudeyaiiiu
ogludetuiinnou 1Tusy
uesdeyadesiiminnadeuaumngauvesdvslunsididsioyaves
flda oghatiesTas o ade dieliulalddnanieng q AlHliSna
GPRHILGIREREY

U8 o, FEUVNUATAUNANIIGIANWeNLEIY (Business Information Systems)
Timihuthenufiansanussiuag 9 nenuauiuaslasndy wazgnsausis 4 neudndula

Tdtoyatiniuluszuunu vsesvuumalulagansaunanazionloadnieiu 1y sewing

NIYNTIETITUAUVTOMUIBNUNU L YeLle

(@)

(o)
(en)
(@)
(<9}

Avusulovnsuazanasmaiteriugy Jesiu wariimsiansnslideya
UMY

#1sandfavselieugnnisidnfadeyadiuynaa
finsanidyranslatheiidandvieldsueygalidliny
finnsanizesmsamedouglinu
lueygalitimsldauteyaddyviodoyadusmiulunsaifiszulaid
wmsnsUesiuiigane
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duil e NsMMMUAnANSURRYaUYRIlYU (User Responsibilities)

N

va o

10 o, MNUITENI JlYudesUiR el

[ £ LY

(o) fldnuiivihillumsdesiu qua Snwdoya zy,%%afﬂmm (Username) wa
svasinu (Password) Tnegfldnuusiazausiosditaddedlden (Usemame)
vosnuas WulldsniudBu muienuhnsmouwns wandte vlBuaes
a1 (Password)

(o) fvunsasiuUszneumefsnushitesnit o fidnus Fsiesusznause
ftav (Numerical character) $19n3 (Alphabet) WazA19nysLAY
(Special character)

(@) lifwussiaiduyaraandevieutanavesmuies nieyanaly
ATBUAT]

(@ lildsamiudnyanadmiunsliuitudeyasuiuynnaduriuedetne
AN IADS

(@ Wllusunsumeuiimeivdiglunisirsviarudruynnadnluli
(save password) dwsuirdosnonfinnesdruyanaiiflfaunseunseser

(o) liaavietudinsiarudiuyanaliluaniui Adesensdanaiiuyemyanady

(@) fvunsiahusudulriuildnulfendonisn uasnsdaeusiiasiou
Titugldnudondulusgavasnsie

@) fldnusioaudsusiarin (Password) lifiu oo Turdonnasfiinig
udaeuliiuausiani

fo o¢. msthmadsia wlddudeyaiidumudy féasdesjiRnusudouns
$NATMUEUNNETIENTT WA, beee wardedlditnisdnsia (Encryption) Mluinasgiuang

U9 @o. NIINTLIA 9| ﬁLﬁmﬁ]’mﬂwﬂﬁz’fﬁ@%%a;ﬂ%ﬁu (Username) duiinguisnemmunli
Huamuia ldhnsnsgvhduasiieandldnudelifon Weeindumiusuiaseudiuyena
Jeffliauasdossuiinvouronuiinfiintuies

19 e, flfnudoshmsfigadinunnediieuiisliuninduiessuuamsaumavos
sy uagmnmsfigaispudulitgm biesfeansiainudentd viednnnauianan
Tn 9 f Gldusoauddipuassuunauiiug Tneufimuuumis deil

() ABNFUABSYNUTELAN ﬂaumimmiuuwgummimaamﬂﬁwmummuwﬂmq

(o) mslfnuszuueeuiuneiduluiniorisazdeshmsiignifnumnads

() nsldnuBunesiin (Intemet) Aosvimsitgailsiinu wazsesdinistuiin
Yoyatsannsavsvenminuynnagidenld

(@ egldanuliogiiniosnoniiunes é’aqﬁm'ﬁﬁaﬂwﬁwanﬂﬂ%ﬁ IEIRN
mmiwaaummuﬂaumﬂﬁzmummq

@ indesponfiunemniedosioniinistenaninutiae (screen saver)
Tneananegatios g wf

Y9 om. fldnudomseuinuarszing Trlensldaudeys litioyatuanduves
nIgnsIassugy vialludeyavesyananiguen
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1o o, Touafiiumnuduniefissiuanudify feglunsaseunses/guares
ey Falaliihnameuns Wasuuas vhen wievinans Teelalldsueyginainsindh
WU

10 bo. HlynuldiuslunisguasnyiasTulnveufevaaTaINITENTNEITITUY Wag
foyavosFuuins maiamsgyme ethlulflumeiin msweunsiaglildsueyaan {ldnu
Fosidrusnlunisiuinveuenuidemetiuds

10 be. Hldnudesioiu qua Snwlidennudu arwgndes wazarumieslivesteya

Y

'3
a

paonduenans detufinteyanewinmes videasaumesing o Mdvsdensitndslnegasliians

{0 wo. flinuidvdlasveussaniiasiiuinu Moy uazdestudeyaduyananiu
WiENALT NIeNTIvansIsaguarlinfsativayulasiasnsednsdiuynaa wazlioug alviunna
wuwmalmmmiauL;JmmamauamuuﬂﬂaimalulmuaummmﬂEﬂmmmmaumawamauu gnLIu
Tuﬂimmmummmﬁ'ﬁmqwmmimwaawaga viemerindeyatiufedestunsenssansisng
Fansensrsassnguotuisni gy iuthiingaaoy vhmansnaeutoyamearduldmasaiia Tng
Lideaudalvigldaunsu

U0 oo, uanseldern (Run) Wsunsuusziny Peer-to-Peer (manefia 35n15dniasevne
onfiumesuuunils Aifmualiresiiameslunietnenninieanieufuriowinfientu mneaiu
1 uaziedownallusunsuvdetufiudoyaiuliies mefauuuivhltausaldluunsuvde
wilndeyavesmoufinmediadodlafils unulasdoddanadosinisuily (File Server) wiiiu) vido
Tsunsufidanudsslusesuienty wu Smmesisuvi(Bittorrent), Bya (Emule) WWusiu Liuusiay
Iasuan NIt g

{0 e, Fudamseldnu (Run) TWsunsuseuladynusziam Wiemnuduidia 1wy miguils
Hawas inud 1Wudu lusgninanajofsenis

{0 oe. aldFunindvesmieny fdamionlst tensweuns deya dornu suam
vidodsdula Nldnvuetarefassy amnuiuasesssma ngving vidensenusonIsiaved
NIENTIETITUEY

1o oo, ulldAunindvesmhenu Wenssumu AelrAnaudemes ieltluns
Tasnssudoya viedsdulasudumsiasengmnouasfasssu viensynusienisiavesnsening
#1571500Y

To wal. WalfFunindvosnsensnassaguiiousglovinanisin

{0 s, Funszvinsle o ilemsindeya lideududerinu am ides viedsdula
Tup3etnessuuanTauATEINTENTNEsTNEY tnewiavin lidnaziieisnisle 9 Ay

U8 e, UNTEVIINITIUNIU Y1aN8 IRYIISTUUATAUNATDIMINEN LA BINYAYE 3N

Ho mo. Walfszuvasaumavesnszyassagy WensmuauasLinesviosE Uy
asaumameuon tnglalldiueyannanshmihmnsnuvdodguassuuilldsuseumsne

1o ma. unszviinisle o sulidnvadunisdnasuldiuviesudsiaduyanavesidu
lanandunsdlla q Lﬁaﬂidwﬂumiﬁwﬁﬁayja viiafienisTimsnennsfiniu

{0 mlo. Wafinsegunsainienssvhnmisla q Weddssuvansaumavesnssnsg
assaian Taglalldsuoygmanimvihwihsssedguassuuiilssuneumneg
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doufl & NMSUSMTIANTAUNINE (Assets Management)

10 . JldnusatliiluluiesdiRinmaasevieneuiiames (Operation Center
LR amuﬁﬁ%’ﬁm%’uamﬁqLﬂ%aﬂauﬁaLmaifLinsdwEJLLax/‘m‘%aqﬂmaﬂu%mﬁmmsm‘%asdwEJ) iy
WAMIINNIAEAAYIA LIULALASUBNAININKRRATEUY

Yo me. flFnudedhigunsniviotudulsenantosfifimaedotioneufiunes
Vuusiaglasuaygnangguaseuy

fo me. fldnudedlitieiesile viegunsaidule Wesiiaietneiiiensuszneussia
GRNIGEE

fo mo. flFnudedlidnaenuiovhdnuuiludeyaiidavavisumsldnu nould
Suoun e wazldausiodlald vieauuiiudeyavesidu laidnsdle 4

fo me. fldudesiaeteyaddylugunsaidetuiindeya wiludeya neunvyiin
gunsalfanan wazldinadalumsauvidedeudeyaiivuudeyaiimuddalugunsalidmiviaiu

Y

e o

Toyanaunvzeuqnigauiaunsaiuulldnuse wedsaduldlilinnsdfvloyaddgiuls uas
f1suIsnmshanedeyauudetuiinteyausazsseian el

Uszinndevuiinteya FBvihane
NSEANY Ton1s9iumeLAsaLTINa8LenNaIs
Flash Drive - Winsvihanedeyauu Flash Drive mugnsgu DOD 5220.22 M v8d

nsgnsanauansgewsn Juduinaspiunsiatedeyalaenis
Weuriudeyaiiuvaieseu
- l3Bnsnunseuniidsvg

Wiy CD/DVD TgnsrumeLAIaIuYNaeeNas
iy s uvseualidsniy vsewvinany
grinfan - Tmsvhangdeyavuensnfanniuuinsgiu DOD 5220.22 M a9

nsgnsana vansgesn Juduinasgpiunisiatedeyalnenis
Jewiuteyaiiuvaigseu
- l3Bnsnunseunliidsmg

fo e, fldnuiimhidesiuinvoudedunindinnsnuueulilildruaiiouniady
Funswdveaglinuies Ingussmenisauning (Asset lists) gldnudesiuiinvey mssuviedy
Auning axgniufinuagasnasunnadilasdmihiiimenuuounine

1o mee. n3dlvhauuenanuigltnudesguataziuiiaveuduninduemngnuilesy
HOUVNY

fo <o. {lnuiimihiidessldadomeliimindduiuasdigm viogameonuyan
y¥ngau mnanudemeiuinnnanussamuesldn

Yo <o. {FnudedaliBuiy posfiuned vielintda lilunsdls q Guuinisbudy
Isunmseudifluatednualdnusanintiviiea

fo <o. FlFnuiiavsliduninduasssuvasaumnani 4 AmisnudaeSeullnliny
Tneiiinguszasdifiomslfnurasmhenusini sudlildnuhauinduagssuuasaumna
e 9 lUldluRanssufimisnulsildimun vevliAemnudemerensenasisagy

fo . mudemela q innnsazdamude <o Trieldumuiinduyaaalag
fdnusessuinvousionudemefiAniy
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duil ¢ n13AUANNSIUNANATEYIY (Network Access Control)

1o ¢, wmInsmuAuTdn-senTieImuAATasABNT LMD ST (Server)

(@) fAnsioinmhenuneusnynay fesvhnsuantnsildszysau wu
Unsuszrvu iieluougatud Audmihidnwanuvasnsds Wesuling
{Ansio (Visitor) wdhmsastufinteyaasluayatuiin aamszyliluenans
“ufinnisidroanituii”

(o) HAnsiornmienuneuen Migunsaineufiines viegunsaliililunis
UitRnunuitRnuiviesnuausyuuieiedns dosasiuiingiensaunsal
Tuwuurlesunsvesygateensuiszyliluenats “Guiinnisidrean
fudl” Wigndesdiniau

() HAUATEUU ABInTIRdeuANgNAesattayaluayaduiin uuunesunis
yepygmineenfuiminnnmauasafodulsedmnideu

fo e¢. fldnuaziiedomeuiinmes gunsaiinideudetuiniesreninmes szuu
iwotgresmheny dedldiueynmanthmmhsnuuasies fifnuuleusilaeadain
Tnegldausesnsenuuuresy “nsveideuseirdetne” Tnsnndlnankiu ulsdvesnsyna
#1571504gY a7 Intranet A1571504AY

{0 <o. MivesygAldaiiuil Web Server Felaumeon (Sub Domain Name)
fimheonuiuiinveuey adesimilsdovooyqnsemimingany uazazdaslifndalusunsy
a9 ﬁdawaﬂiwu&iaﬂﬁﬂizﬁwaﬁzwLLaw:ﬂ%’amﬁu 9

Yo o, vhuglanssvhnmaindouhe Andafisdurievhmsla q degunsaldaunans ldun
gunsaldaduma (Router) gunsalnszaednanndeya (Switch) gunsalildeusiofuszuuiniete
wan lngldldsueunnanndauaseuy

1o em. fauaszuu fesmuaumaindsssuuiaiets eudmsdnnisssuuindetield
oeailseAninm dwioluil

(@) Foshinansnsldnuiemuguilinulimusdldnuamessuuiaiets
flFsuayaawinu

(o) Fosdrimdunensindsyuuedetiefinsldausuty

(@) Fosdrdnnsliidumsuuaietennieiesnesimesluduniosnoniiunes
wite ielalyifldnuamsaliidunsdu 4 19

(@ syuuseTeTavemmhsnuiiimsdeussludssuuniotiedu ¢
meuenuhenudondeusteriugunsaifesiunisyngn sauiaesd
ANNANNIAUNIATIRTUIUSUNTUUSEAIATIE (Malware) A

(@ sruueietiefosindasruuns1aunisyngn (ntrusion Prevention
System/Intrusion Detection System) ilonsaaaeunsldauvesyanaiiin
THuszuuieietnevesmirsnuludnvasiiauna

(o) Mshgszuunsetieniglumiisau lngiiunassuudunesiiaindudes
fnsastufindldon (Login) Insuanssaushederldnu uazdosding
figauiBudusinu (Authentication) shensldswary Liiensiaaeuni
gndesasliaunouynads
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(@) dosdestuiilimhonuneusniifeuseannsasediu IP Address nely
YassruUATeYIENeluYe I
(@) Fosdahunuiaszuuiaietng (Network Diagram) 3sfiswazidenifentiu
YBULIAYDITTUULATRY BN EluLaTLATEY B UDN LaraunTalsng 9
wious il dutlgtuetiaue
(@) N1358YRUNTRILWATEYY
- fouaszuuiinsfudy@msvedensoinietne leun mededueliuing
swaniBen eesneufinnesfivelisns IP Address wavaniufiing
- Houaszuudesdringldendiannsadildaunsalls
- nsdlgunsaififinisdendeannieletienieuen dealinsseymneia
gunsalannsaitidesdeiuinietonelulsvioliannsadesselsd
- qunsaiiTetnedesaninsansiadey IP Address TadvisiuTnILaY
Uanenala
- freliuinisdesnsonuuumedy “msverdensioinietne” Tavanilvan
Wy AUlAveINTENT a5 sasEY ¥ade Intranet @1s15048%
- nmadnldnugunsaivueieriefesinnisiigatsnumnasildgunsal
fo ex. fauaszuu fesudmsmunuadosneuiinmesusiing (Server) wagiuiinveulunis
AuasEUUABNNImaIWINY (Server) Tunisinuaudily viioUAsuulatedng q vaswenduIssEuy
(Systems Software)
{0 ¢o. nsRnFeusulTwenduivesTEULNLFRsEinsTeYRTNGguaTE ULV
Ansanaudiiuns
fo &a. Amualitimsdnfiveesaldn laus3 wazienansdmiurenduaivesszuuny
Huanuiisinrusiunsasade
fo ¢o. Msdniivdeyassasmeneuiinmes (Log) ileliideyaasnasmaeneyiinmes
fAnugNARaraINTTEURFIYARALARINLLINTG W.I.U. ABLTIMES bdo
Yo @m. AmupmmsnsmuauMsldusTUUIAeTBLaziATasRsLialnosuiTne
(Server) MnglFsunsusnmiisny ieguadnwim uUaenfevesszuy amuuIsUFoR
Fasteluil
(@) yAREIINMNEUAEUBNTFINTANS lumailfnussuueiorioway
\A3snRNTIAeiLIY (Server) vaanthonuazdoniEeseayyndy
aednualdnws evesygnanvvthmingay
(o) fimsmuaugoms (Port) Wdlunisdihdssuuetneinny
(@) 38n13la 9 ﬁawmamﬁwﬁ%zﬂa wIesruutayaliainsveglnadadasunis
BUYINNTIVTINUIB Y
(@ maddszuunnseeglng glinudeuanavdngiu ssumanansoniy
Fudulunmsaiifunuiunhesnuegiaiiems
(@ nsdgssuuesetienesluwagssuvansaumaluniisnuInsseglnados
fmsastuiindldon (Login) Tnsuansnudhededldnu uazdesing
figaviiudiusmy (Authentication) saemsldswariu 1ilensivaauay
andesasliaunounnads
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Yo ¢e. Sualiinsuluenaietis suolud
(@ Internet wisuenip3edreluaionnedoy § MueIAITANY 9 Lﬁammmmi
Whdaesetnglaglidlasuayyn
(o) Intranet winAfetenslukazedetianieuen Wearuvasaselunisly
NuITUUATAUmMANIe Ty

fo ee. Amuanstlestuedetnsuazgunsaling 4 Mdeuretussuundeiisegedaau
LATFEMUMUMSIMUAAT Parameter s19 9 Wi IP Address egnstieedas o Ase wenani
msimuauilavioidsunyasn parameter maummﬂawmmmaﬂmummwnmq

o &o. suusetenunTiinsdeurelufruuetetiey 4 meuenmiaey
éf@qLs'fiamamuaﬂﬂmﬂmﬂumiumﬂmaiﬂmmaﬂumwn Packet filtering 1wu nslalwsaoas
(Firewall) vi3osninwasau « smmmammmmmsalumimwwuaLm (Malware) g

Vo &e. G]ENLLIﬂ’]iﬁ]ﬂ@]ﬁuUUGﬁ’J"\]ﬁ]UﬂﬁUﬂ’iﬂ (IPS/IDS) flensaseunslinuvesyana
Al uszuuedetngveanhsim ludnvuriinund Tnefinnsnsadeunisyngniiuszuy
3oty msldiuludnungiiaund waznsuiluudsuulasszuuiniets ngyaeailiisiuie
wifAete

U9 &=. IP address vessyuvnunIattenelusndunssinstesiudlvmiisnuneuen
fideusomunsanoaiiuld ielunmstestulilliyaraneuenainsniteyaiieiulassairsves
syuuATevulalangde

fo €. msliiatesilons q (Tools) ilen1snsandeuszuuIATotsfesldfunsoyiAan
Houaszuuuazdriansldauanziniisndy
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dufl b nsarugunsIEResEUUUGTRNTS (Operating System Access Control)

U9 'po. HALATTUU Aamuruamsameileuyaainsindveaniisa (neuflidnude <)
Tumsldnumueusidunuidunenfifdmiunisendnaninsldnu (asiifinude eo)
19U nsaneen siensiABusumsunelumieny Wud

{0 vo. twuatureunsURtRRedlF

(@) Hdrusorimunsiaiulunmsldnueisineufiune fiuinveu

(o) udnszuUinsuat fesendntnTdldnuriendsusiaruuaamna
fdnuiildgnimualiGudufiimdoniunisfiakeszuuiiud

(@) fldusiostednisldanilusunsunuoumiies (Screen saver) tioyiinas
Sormtheeninidlelaifinisldou ndsmmiudefesnmsldnugldruses
Tdsvar1u (Password) tieitnlday

(@ rounadldszuuufiinmafesinisasuiindnldan (Login) nnass

(@ fusioslioygaliidulidesldanu (Usermame) uazsariu
(Password) vassilumadildsuiaiesnenianosvesmheusiuiu

(o) lFsudonhnsasiufinesn (Logout) sufiileidnldsumieliiegiinthag
Dunanuu

(@) Tadavdoldanlusunsudssiam Peer-to-Peer vi3olusunsuiTAmIES
uusiaglasuayaIn NN YUIgIUN TENTIETITEY

(@) wodwIsTinTEnTNasIsagy 19TavEMS dldnuansoveldaulsn
wihfierusniy wasiulldlFgldnwhnsfedadeldnusonduituls
filsifidvans snmsrany fedndueuiindiuyana flénusuinvouus
RTENGAET

(@ wowiinsznsassuguiawienlilrldny fodudedndu dudli
fldauvhmsfings aeanouasuudas uily vievinduniievlulde
fidu

(@0) vuldm§nensynussamiliuvesnsenssansisaay deussloviimg
QRELY!

(00) Wugldnutiauedeyaiiiangune asfindvans uanstemnugunm
Liwanzay viedasdefasssy nsdfldvuaiiaiumavunievioneuiames

(o) ElTUVRIMNENU AUANABNTILABINIBTLULATAUWANIEUBN
lnglilasuaygmanvivtmiieany

U0 vlo. MITzYLAzBUSUMAUTDNEldaL (User Identification and Authentication)
Avualvgldanunansinusetedldnu uasdesdinsiigaidususnaufonsldsianiu
donsradeumnugniesesgldnudeunnads

aa

U0 om. M3lFulusunsulsziangfian (Use of system utilities) fosdninuazaIuaunIg
1991 WsunsugiandmsulusunsupeuinamesndAy 1esnmisldnulusinsugidauiviia
ansaviiglivanideanesnistesiunamuanuduaslasadevesssuuls iedesiunisasiin

visananidganasnisanuiuaslaendenlanmvualiviendeguay Iudiuns dadl
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L4

(@ Msldnulisunsugian dedlasunseudAangauassuy uazdealn1siga
dl o L2
i

BAMNALASAIUANNTT

a

BushusnudgmiunadrlulFoulsunsugias
T9au

(o) Waunsugiaamunanldausiodliosfindudns

(en) (ﬁaﬁ@Lﬁ*UIiJimegﬁaﬁaaﬂmﬂ%awmﬁﬁm%’mwwu

(@ fnssdeansiildsueunelildenlusunsugfian

(@ #ownidnuieauiiiusunsugfidfuazsenduaifiistostussuunuilid
arsnthilunislden saisiosdostulilildnuannsadrdmdeldon
Tusunsugfiaals

98 oe. MINMUUALANTNUSTUVETEUNA (Session time-out)

(0) Fviuslisyuvansaumetinsiauaziunnainislday sumadanslday
sy waanfildiifanssunisldnutieszezina o Wi

() FvuslisyuvasaumatinisiauariunnaInsIFnuidut udmsusEUY
msammﬁﬁmmﬁmqa

9o be. MIinszezaInsWeuressuuwaluladasauna (Limitation of
connection time)

(@) mvualiszuumaluladansaumainissinssesainmsideusodngunis
Toudielgldnuamsaldnulduuiignnelusseznaniiimue ua
Smualalduldmudananmsiauiinisnusmuamitiu

(o) Mvusliszuumaluladansaumea Aauddngs szuvnundngldoniy
annuiifiieudes uitansisasvdefiuiineuenrisny)  finssideae
sruzaInsdousa
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d9uil o n1sAUANMITAIUSUNTHUSZENANT D LN WALATULATaSAUWA (Application and

Information Access Control)

U0 oo, Hawasyuy asamruamsameileugldanulnd (egufddnute ) lunisldau
pumusdusiiiuneulfiRdmiunisendnansnislinu (asuftfnude o) wu ms
aoon siensAsusumanuneluniisny Wusdu

1o oo, fguaszuy Festmuadvsnislinussuumeluladansaumaiidiny 1wy
sruuRpuIweslUsunsuUszynd (Application) anuunediannseiingd (E-Mail) szuuiaseieliane
(Wireless LAN) szuuduwosidn (internet) Wudu TnesodiansianiznisufiRanlunii
wazdadldsummfiuseuanimimisruduaednuaidnes sisiomumuinidngn
og1sainaNo

{0 o, fauaszuu desmusszoznailunsideusioszuuansauma Mdlunsufdianu
szuvansauwaning 9 Wegldaulifinsldnussuvasauna iy o€ uil szuvazginisldony
fldnudeshnmsmsasiuiindlfou (Login) Aeudrszuuansaumadnads

{9 e, fauaszuy doadmsdansaninisldnussuuiassimimesynannsiielud

(@) Myunnsdsuulauaznsendnssaninu (Password) Wegldausyuy
81981 NIBNUIIMNFAMUL TRENLENNTTITIU

(o) vualigldouliduiinusanusianiu (Password) Lilussuureniiumes
Tusuuuuiililstestunisidnga

(@) fmuadedldeuvdosiadldnudodidi

@ Tunsddaududusodiddfmeiugldnuiifandaan ldnuduasies
lpSuanuitureutareydfnimimienu Inednisivunszeziia
msltauuarszfumsldnuiniideriuszosnandinavidenuaindum
wazdinsimunansfimuilasuidnfddtesedulaldth uazdesimunli
svianlgauAaInsag g uauUng

19 wo. fauaszuy dostdmstansmaddsteyanuussandunnudulunmsauauns
dhsteyausazssinniunnuduisnsdndslaeasauasmadishussuunu suidiimahae
foyausazUsznduarudy deluil

(@) #ownuaunadidsioyaudastssantsuauduiniadifdasnsouas
QRESARN AR EATITRGM)

(o) Fosimuasedolldau (Username) wagswariu (Password) Liteldly
mansaeufnuTieslinudoya luwasduanuduresdeys

(@) fvuaszeznansidaularssfunsidouiuiidloiuszosnandingn

(@ n3SUdIdRYAdAYNIUTEUUATEUIBESITNE AT IASUNISIIN YA
(Encryption) ﬁL?;Jummgmafma W SSL, VPN %38 XML Encryption

WDusu
(@) MuuANISaBUSHENIY (Password) AIUSE8EIaINANRUATBISLAU
ANUAAYRItaYn
wUTRluM I nweuiunsUaenfufumTAUYA YBINTENTIETITRAY nh o&

Usenie ol Tufl o UNSIAY b&do



(o) MwumnAsMsinwmiunsasnsovestoyalunsdliithaunindoon
wanuIsy 1wy Un3esnw asiadeu aniiunisdrsestavautoya
fiivegludeduiindeu Wusy

Yo oo, srULTlENsTUNIY TNansEvuwaziiawdWrygs THUGTRR s

(0) usnszULTilaieNSIUNILEBNIINTTUUNUDY 9

(o) finsmuANanIMLIRdeNvBeY IneiiviesUfuRnuuendudndiu

(@) Tnsivunavslianeidanslds sy

{0 alo. mislnugunsainevfinmesuazdoaaindond FesufiRsdeluil

(@) MF9dUANLNTONvRIRDNTINDS wazgUnsalfazthluldauiegluanin
worlduvield uaznaaeulusunsumsguingndesauavans

(o) serinszfalaliynraniousndnaondeyanaeufiamesiin U4l Luus
Foyailatimsimeunsidunisinly

(@) \devmamnudndusedigunsalreuineiuasdeasindeudiudg Tiiuih
defudmihiinsuiaveusiud

(@ Wnihifzuiaveulumssufudesmsiaasuanmarumionldamves
gunsainouiumesiazdoasindouifisuuie

@ wnusnghenudemeiifntuiuinnnanuussumegisonsves
fi Ul fuinldessuinvousionuidemefiAniu
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47U & N1sUSMIsIRNIsYaNALISHazavENS wazn1sUaenuluswnsuliuseasnn (Software

Licensing and intellectual property and Preventing MalWare)

Yo o, nagnTEs1suEy Ialinruddnroteminddumatiyan Fethumensuasi
yhonueyelilinuviefimionuiidvdvs fldnuannsovelinuldnumiianudniu uas
sullallgldmwhnmsiedadelinusonduitulafilifiaeand mndnmsaseaeunumisingu
azifinavans deddunruiindiuyana flinuasdesiuinveuusiiivsfifen

Yo a. goNAwF (Software) Anthonulidaedellgldeu feduddulutensvinnu
yuillsgldnuvinnng nenneu Wasuuwlas wily vievhduuiteluldauiau q snduldsuns
ougnNTmth e S edild Fueunneitansluavans

Yo we. ponfumesvesdldrufadelusunsudesiulifanoufiunes (Anti virus) mui
ymhenulivsznelily Buudneufamesiutuedonilonsfinu Tnededlésueugnainsimdn
VeI IARl

{0 e, UsIATaya Td vewsing viedduln fildsuandldaududedldsunismsiasy
hifaneufumesuarlusunsulivszasdideuianldmumiefiutuiinnass

U0 wel. JlYuRpvinsUSuUTteya dmsunTivaeunasUSulsessuuUfianms
(Update patch) Tolusiiase LﬁlaLﬂﬂﬂ’liﬂ@ﬂﬁﬂﬂ?’mL?i&ﬂ/i’]&lﬁm‘i]Lﬁ@“ﬁu

Yo o, flFnudesiissy b auarTusunsulaiszasdinaonam sutadonvdsdiaund
AldnusosdLauilauasyuy

{0 o, efldnunuinedosmouiiumesinlifa flinudedsideuseiniosneuiinmnes
WEAToUNY LaEABILIMALARATEUY

Y9 co. vhudnaourhduun wWasuulas aufs defeya donu enans videddla q A
Funswdueaienu vievestidu lnglildsueygnantmiimisay

o co. Tuvmamewnsh¥arsuiumes Tawd vielusunsudunsiela 4 fleraneliin
arndemoingauninduesmieau avsfiaziannTusunsumiesniauasle 4 awnsaduiunsld
usisaslaifuiunsiedl

(o) WamlUsunsuviesnsausla q fiazvhatenalninwenuvasaseszuy
savmansgiludnvasndunsueuldetariu msdnasurhdtudona
yAnABUYEBLNySTarUYE Iy ARADY

[

(o) WalUTUATUNTOEITALITIA 9 %Mﬂﬁ;ﬂ#’fmuﬁﬁwéuazﬁﬁﬁummﬁfmﬁg
TunsaseuaseanineInsszuUINNNIFTLdY

(o) Wannlusunsulaiiazyhenslusunsuvidewdslusunsulufulusunsusy
ludnwauzlgufeiunusutelianouiimes

(@ WamlUsunsuvdesnsawisla q fiazvhateszuudrindninisld (License)
YONGLLIT

(@ vauedoyafiianguung asdiedvdviuanidenuguamlivanga
vidodnsiofasssuussmdsufnuvessemalng nsdiigldauaaiuma

YUATDUIIABUNILADS

wnUHURluN s hwANuTuAaRn B UATAUMA YDINTENTINETITUGY i oo

Usenie ol Tufl o UNSIAY b&do



U9 Q. MIRAUINALITinenUIBNIUNI8Uan (Outsourced software development)
() dnlrtimimuaulasimsiauvendwisiaegiuindruinisanmeuen
(o) Aosanseyitlassdudianslunindaumalyadmivsesaldn
Tumsiagendwisiaedsudndiusnisainaieuen

(@) F9sanimuniFessanuansiosasvaeuiunua Az AIgNFBITes
govliusTazdinmsiannlaegliuinsnouen Tnessyliludygnined
yhifuglsuimaneuenty

(@ Wiinsasegeulusunsulissacds lusenduadene q flasinisinds
AousLiunIRafs

(@  VARINNTANBUNTHALIZENWITIINUUILIIUNIEUDN NUIBIUADY
fufiunsiasuswaniusng o

wnUHURluN s hwANuTuAaRn B UATAUMA YDINTENTINETITUGY i o

Usenie ol Tufl o UNSIAY b&do



dui « MIUURILIINABUaNd1INIY (Teleworking)

% Y = ] e & | o = Y = =

10 een. fOwiN1IRTIRARUIQUNTAIN TWvasdumsldlunsitnfsssuumalulad
asaumArsihenuanszezlnatinistesiubfawazmsldnuliisadmunneaunivug

10 se. fovinsdnwsengunsaldmsunsujifinuansseslng nsdaiudeya uas

e Y] v

gunsaldeanslilanugldauainseeslng

10 g&. Jldnuansseylnannau fesiunisiigauimnu Weiumnulaensdazdeod]
NSATIVEOU LU AU WpIoN1SdnIwa [udu

% | P ca & ! R =

U0 wo. Wounwlildaugunsainduvesdiudiierinfssuumaluladansaumeaves
wguanszeglng mngunsalfnanliegnglinisauaumuuleuisanuiiuaslasndeves
MUY

U0 el ARINVUAYHIAYDIIY FILUINTYIN9TL FUANUEUTDITRYA TEUVULATUINNT
#1199 YamihsnueugyInwazlioygnlilfuiRnuainszeslng

18 &, AN uATUnaUUSURAG T UNITVRRYR N15VRENLAN N1SNMUANTBUSUUTS
avsnainfeseuuau wagnshugunsalnldufiRnuainsseslng
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d9ull oo MIAIVANNITIENTTZULLATEUE a8 (Wireless LAN Access Control)

10 g HAKATEUU Amunudynuvesuniainseatedygyinuuuliang

o
'

(Access Point) WiSaluasenueniuildrussuuinietneldaetosiian

1o co. fanaszuy Aesinnisiasue SSID (Service Set Identifier) fignimuauan
IneUens (Default) mmﬂﬁwémﬁuﬁﬁﬁwqﬂﬂicﬁﬂizmaﬁﬁgmmwuﬁms (Access Point) 1114
wazimualigou SSID (Service Set Identifier)

10 wo. HALATZUU ABIfMuAAT Wireless Security 1uwuy WEP (Wired Equivalent
Privacy) 38 WPA (Wi-Fi Protected Access) Tumsitnsiadeayasening Wireless LAN Client wag
gunsninszednyanaulians (Access Point) uazimunsliliuansdesyuuiadovisliany

U0 <o, JALaTruy enliian13AIuAl MAC Address (Media Access Control Address)
wazdeffliau (Username) s¥arnu (Password) wesgldanuiistanslunisdhldauszuueiote
1¥ane Tnazounniannzgunsaliil MAC address (Media Access Control Address) wavdiagldanu
(Username) uagsiarinu (Password) anuiitwualfvihiulsidnldssuuadotelmeldognagnies

fo wen. fguaszuy desiimsidslisioad (Firewal) szwinsssuuieietnelaeiuszu
wiotneneluniieany

fo we. fauaszuu msivualifldnulussuuiaiedeliaefndodoasiuaiey
Aelumheauruma VPN (Virtual Private Network) Lilethetleafunisyngnluszuuiaietie
15ane

fo we. fauaszuu desinsamesdougunsalnniilifndessuuirieteliane
guaszuy desldweniunivioansauinmaauanuiiunsasnioveszuy

winvelTanaLiionsunsivaeukar TuinmgMsinasdeiadulussuuisoisliany wazdnds

19 «o.

eXp @22

ENURANIATIREBUYN o Loy uarlunsdiinsaaeununsldnuszuuiaietisldmeiinun
IAALATEUY $189UABTIMTINUIBUNTIUTIU

Yo «o. fauaszuu desmunuqualiliyaranientnsnuneusnilildfueygin Moy
szuunsetngliaalunisdigszuudunsnie (ntranet) uazgiudoyaniglusng q vosmienu

fo wa. fldnuidonndrfeszuuieietnglimevenssniansisaay awdeninns
amzifeuiugguaszuuuazdoslasuiiansaneygyinaniminihenuegialuaiednvaldnys

fo c. fquaszuy Fosinsameifouimundvsgldnilunmadifeszuueierislae
Tmnzaufunihiierusuiaveulumsufdfnu feudldszuuedodelians s Snsmumy

a

avsnadndsedvainane il avdedlasuaygnandauaszuuniuarudndulunislden
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d9uil 0o N1IAIVANNTIFIUgUNTaITBRUATEY Y (Firewall Control)

{9 @oo. henuduthilumsuimsiang nshadauassiuaaes Firewall s

f9 @oe. MatuAAIELFuYDS Firewall Fosimunliuufiasemua (Deny)

{0 @olo. NNUIMNT (Services) uazidumadeusiodumesidnilioyainau Policy azsios
gnudan (Block) e Firewall

Y9 @om. Fldnudunediinazdesihmsasiufindldu (Login) feumsldnunnads

{0 @oc. MIfmuARUINSLArMIITeuseTloyq R szfesinistuiinnsuasuuyag
ynAss mnfin1sBeuutasesng 4 e Firewall

{0 eo&. madhdssigunsal Firewall azdiosansnsaiindalsiameiilasuneummneli
AuATANISIYIEL

{0 @ow. Teyasmasmanenfiumesiitnesngunsal Firewall axdesdsnnludnLi
flgunsalfnfivdeyaasasmnoniiumes lnsazdesiniiudeyaasaslidesnin «o fu

{9 eow. nsimuaulsnelunsliEnsdumesidniuiniesneuiimesgniteas
Fanesamaidonsofiugiuvedusunsuiialy feygalildnu Fmmndarududuiasldnuness
nsidenseusnuilofiimun azdeslisuanubugesanmisnuney

1o @oc. MIfmuamMsliuineeiosnsuiumesusiiigluusazduveniols
whesimunsoug aazneinnsdeuseiisidudensliusnsvindu

10 oow. IzABIinITATOIOYANISIMUAAIRN 9 vedgUnsal Firewall 1Huuszdn
ynduaviniennasineufiaziimaiudsuutasen

0 oo, IA3osRRNTImEslT el UINTITULIETAUmARNg 9 Aeluntieay
fildnwaziifudunsuidnazdediioyyaliinsdoudeiieldnudumedidn uudlirudniy
Ingagsparimuadunsdly

{0 eoe. Mhonuilaviiarszivvdevdenmslinuveunissaouiuneigningiis
wgFnssumsidauiiinuleuie vieaanmsvhauedlusunsuiifirudssionnudasade
unIlasunsualy

10 ealo. MaiToussludnuazYeIN1s Remote Login AMNN18UBMINEATELIUE
v3egunsalnIetiun1elu AeAesduinTenTveIN sAiun SIULUUNISYeR Y AL TUN1S
Aenfuiniesnouinmesidineuazgunsaiinietis uavazdodldiunrudiiureuanimi
mheguneu

10 oom. Havdauleuieiuanulasnsdeves Firewall azgnssiunisldnudumesiinriui
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dufl ol NsAIUANNSIdaaINeBiannsaling (E-Mail)

[ a

10 ooc. unsamzidoudaddldnuanmnedidnnsednd (E-Mail) Aesinisnsendeya
vorildusnmsanvnedidnnseling (E-Mail) Inedusvesudmehiimienu

10 ood. THavnNediannsalind naildsiarudesliusnguseuanssianiueanin
uisesuansoonulusUresdndnuaiimuisnusiiu iy “x” vie 07 lumshuiusassiadnus

{9 oeb. Wleldsusiaru (Password) afsusnlunsdrssuannuedidnnsedind
(E-Mail) waziflofinndrgszuuluadsusndu TuAsusiiain (Password) Tassiuil

{9 @ow. fauaszuy Fostwuasuaundaienlsildnuldstaiuinld wu liifu o ads

10 ooc. Lituiinveliusaniu (Password) Lilussuumeniiames

1o oo, WABUIWERIY (Password) 1A o - © 1oy

{0 oloo. ildieganmnedidnnseding (E-Mail Address) vesfduriiesuniesunia
dadennu snviuusezldsunsBugenanidivesldnunasliielndvesanmnedibinnsetind
(E-Mail) JudsuRnveusensldnuluannunedidnnsedind (E-Mail) vesnu

19 oo, ndINMIFNUTTUVIIINEEENTTeling (E-Mail) aSadudesastuiinean
(Logout) V!ﬂﬂ%’jd

{0 elolo. Msdstoyafiiumudy limsszymnuddnuesdoyaaduioanvane
Sidnmsedind (E-Maill) udsusineeldiinsidsiadeya E-Mail finhsnurmunls Tl
seifasyidlumssyydetied E-Mail vesifuliignaeafiotestunisdeiindgsu

0 oba. Wnd E-Mail Aifldnvazsiluanmneaey (Spam Mail)

{0 eloe. ¥uds E-Mail Afdnwaziduanmunegnly (Chain Letter)

To obe. T E-Mail Idnwuslunmsazidadengming vidednsvesyanady

10 oo, s E-Mail ATl $alulituyanadulasiann

{0 elos. TszyTovesiidslu E-Mail ynatudidsly

1o oo, iinsdrsesteya E-Mail mumiududuegrsainase whmhsauay
yhmsdsasteya E-Mail Bliusififiessszesnamiaviduy dadu EMail fiwin 1 was
udusedldnuiadnnudidudesdseniulimenues)

10 obe. AlFNUFRNININTINERUENAISLUUIINIAMINEBLEnTTelindnieunisiUn
iemsaaeulndlaglilusunsudesiulifa Wunslosiulunsdalnaidu Executable file
1 exe .com LUusiu

{0 emo. FldnudedliiUnnsedsieannedidnnsedindviotoniuildsuangds
filsigan

1o ome. flinudedidonnudilignmidesudsnmnedidnnsetindlsimunzan Toya
Fusnaviliideteidosvesmieny shliAneuunnienseninamiieny Humnaanvsne
dudnwseiind

10 omb. HidnudemsvdeudiivIauedanvselindrewmuemniu wazarsdniv
wiluteyauazanvunedidnnselndvesmiliindoduiutieniian uazmsavananeidnnseding
lifesnseenanszuuiiieanuiuunisliidefissuuanmnedidnnseting
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1o oma. TomsszTa lénumsleutoanmnedidnnseindiagldndanendands
wApsnaufinmeivewm Welunisdestuduneusuanmneld ddulimsdniudeya vio
anmnedidnnselndilulliliudliludanmnedidnnsotind

10 ome. Hitnudedldaanunedidnnsetindniasy dwsuldsu-dedeyalussuusiwnis
puBrneSgIueTHlo Tl oc fuAL bEEo 109 MINAITTUVIAmNEBIAnVTeTindnanaile
nsdeansluniady
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dufl om N3AUANNIIEBUMDITIN (Internet)

{0 . fuaszuu Festmuaduniinsdeuseszuunenfiumesiiienaitildnu
Suwmodidn AdeadeudentuszuusnueuUasafeinihenudnassiivin Wy Proxy, Firewall,
IPS-IDS 1Hustu shagldsuinsiensiessuunenininesiutes19du 1w Dial-up Modem
sniunafivananudndusazfaavinisvesygInaniniihenuduaednualdnys

{0 omo. IAFBIRDLRURBTAILYARAUAZIATRsRBNTIADSUULNATN fouvinsLdoNsie
Sumesidn iudulusiges (Web browsen) dosimsfinsilusunsudestulada uagvhmsgates
138358 UUUURNS

10 ome. Tunssuddoyaneuiinmesinumdumesidnagseadinisnaaaulaa
(Virus scanning) Inelusunsudlestiuldanaumssudstoyannads

1o o, ildszuudunodiin (ntemet) vommhonu Wemussloviludmndvdidu
nsduyana waginadngiiuleidlimenzan wu Gulwiidndefasse uleddiidensuens
nszmunsiiouviderliufuromnuiunseni maw nsvamndaid e iulediduforedny
vi3oaifindvsuesiiau videteuafionaneliiAnaudsmelsitumieny

{0 eme. Tanmedoyaddyiuruduieifunuremiisnundlaliuszsne
sgadumnanisinuszuudumesids (Intemet)

10 oco. FzdRsyiIn1sanilnan Wsknsuldnuanszuudumesiin (Intemet)
M3 (Update) Wunsusing o deadululnglilazdndvdns

{0 oo, Tunsl¥runszauaunudidnnsednd lilinwmedoyafidifyuaziiuniudu
VBN

1o oo, lunslsmunszmuaumndidnnsednd liiauoaudaiiu vielddemiud
thy e fazviliRnmuidouidesedeidssesmisau msvhatsanudusiusiuyaaing
YOIURBIUBY 7

fo o, flinulitiidoyansufinunesls 4 Afdnvazsuduia suduaiuie
Renfuanusiunawsissvenandns suduanufiaifeaiunisienisie vieamididnuaurduaun
waglivhnismeunsvioduiedeyanauiinmesiinariniudumesiin

{0 oce. vdNlTIsTUUBUmedidn (nternet) 1aFaudn TidaduluTwesiiieteatiu
naildanulneyanadu o

fo oce. vanltmdumedidnaiouds iinnsesnanszuuiletosiumadildnu
Tngyaaadu 7

fo oo, flinudejifnungmneidensnssimnuiiaferiuaeuiiomes
9819LA39ATA
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duil o N13ldaUIATRIRRNNIMRTEILYAAR

18 oaw. wWiIMRUGTANSIFUNIY

(@) h3pspauiImeTTIisuengnlildw Wudunsndveamheauield
Tunuswng

(%
a o

(0) lsunsuiildgnindsasuueiosneuiumesvomhssmsoniulusuns
fimhenulddedvansinagegniasmunguane duiugldnudaaen
TUsunsusng 9 uashlUfndeuueiosmeufinmesdaii wieudly vie
ihlulgBuldaulnefianguane

@ lleygeligldouihnsiaduasudludsuadusunslueies
ABUNANBSAIUYARRYBINUILINY

(@ mandeuieviedunissnefinneidiuyanansiatesazieiiiunis
Tngiimihiiveamhsnunerdfuiamnissinuiaismeufinmesuay
gUnsaiflévindyanfunsenrsanssagy Wiy

@ reunsldaudetuiinnnnieig 4 desdinsnsiaaeuiienhiyalag
TWsunsutesiulisa

) ¥y dvihfluazSuRnvoudemsguasnwianuasnievesaios
AN IADS

@) Unin3esnenfineidiuyanafinuiosnseuasedlinuegiloldomnlszdriu
Sy vifedledimaginslénuiunit o 92lug

(@) yhnsRae Screen Saver vauaTasapufinoiinuesTuRasoul¥iing
fonmtheendsanilildldnuiunin mo widl iletestuyanaduunlday
fipdosaeniinimes

@ vanieiesnenfiumesdiusiiidmihiidudwesnldfussuueiete
YIIEBI 8nINAElATUNIINTIRARUINAAUATT VUV BNUR DY
nshgau

{0 ocw. nsldsiarinu WldnufiRmuuuamansuimsianssiasindszylilu
lonans “msmvuavthiirusuiinveuvosldam”
fo ocx. MatostuainlusunsuyamddlifisUszasd (Malware)

(@) ;ﬂ%’muéfaqmwaaumh%’amnﬁasﬁa 9 19U Floppy Disk, Flash Drive
uway Data Storage 3 9 rewthuldnusiudundomeufiames

(©) flinudenseaeulndfiuuuiniuanmnedidnnselindnielnai
atlvannandumesidamelusunsudesiulisa deuldeu

@ flinudewmseaeudoyaneuiinmeslaniyamdslifiesrasdsegine
afinavilvidoyaneufiumes vioszuuasuiunesnieyndduinny
oo gnvinane gaudluasuuias videufuRanulinssauidsi
Avuall
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10 o¢o. NTFITRIUBYALAYNITNAY

(@ flinusessuinreulunisdsesdeyaaniadosnoufiunesliuudoduiin
3w 9 wWu CD, DVD, External Hard Disk tfusiu

(©) flnuiivihiivinudedeyadises Backup Media) Wluanuiidi
manzan lilidssdenstilvavesdeyauasnaasunsiauteyaiidisedly
IAREARIEE

@ flinudessuiiuanudssindeyaiiAuliuu Hard Disk limsazdu
TouadAqRgtesiunsiieny iwszmn Hard Disk el Alinseny
ABNNTANTUNTYDINUIBIU
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47U7 o N5IYULATDIABUNADSLUUNAN

o o¢e. wuINIUFTRNSF LY
(o) edpsmpufiamasLuUnAm s uoyaelildau Wudunindvos
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